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PORTSMASH
is a novel side-channel analysis technique that targets the shared execution units in SimultaneousMultithreading (SMT) architectures by monitoring the port usage footprint of the secret datadependent execution flows.
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defaultModern Microarchitecture design

Simultaneous Multithreading (SMT)provides instruction level parallelism bysupporting at least two logical cores per physicalcore and share components between the logicalcores.
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defaultSMT Timing Attacks
I L1 data cache (Percival, 2005)

I OpenSSL 0.9.7c RSA sliding windowexponentiation
I Integer multiplication unit (Acıiçmez et al.,2007)

I OpenSSL 0.9.8e sliding windowexponentiation
I L1 instruction cache (Acıiçmez et al., 2010)

I OpenSSL 0.9.81 DSA secret key recovery
I CacheBleed: L1 data cache (Yarom et al.,2016)

I OpenSSL 1.0.2f RSA exponentiation
I TLBLEED (Gras et al., 2018)

I Libgcrypt ECDSA and RSA
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defaultPort Contention in Execution Engine
I Execution Engine is responsible forexecuting instructions.
I Instructions are fetched, decoded to uopsand scheduled to be executed.
I The scheduler issues the queued uops to thethe execution ports.
I Ports are channels to a stack of executionunits.
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defaultPort Contention in Execution Engine
I Covert Shotgun2: automated framework tofind SMT covert channels (Fogh, 2016)

I mentioned possible covert channels due tocaching of decoded uops, port congestion,and execution unit congestion.
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“Another interesting project would be identifying[subsystems] which are being congested by specificinstructions”
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defaultPort Contention in Execution Engine
I Covert Shotgun2: automated framework tofind SMT covert channels (Fogh, 2016)

I mentioned possible covert channels due tocaching of decoded uops, port congestion,and execution unit congestion.

“Another interesting project would be identifying[subsystems] which are being congested by specificinstructions”
“it would be interesting to investigate to what extentthese covert channels extend to spying”
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defaultPORTSMASH Covert-Channel
PORTSMASHexploits the shared Execution Engine to createtiming side-channels due to port contention amongtwo or more processes running on differentlogical cores but the same physical cores

I We performed the experiment on Intel Corei7-7700HQ Kaby Lake.
I Alice first issues crc32 blocks in an infiniteloop, while Bob executes 220 blocks of crc32and then vpermd, and vice versa.
I A block contains 3 said instruction withdisjoint operands, to fill the pipeline,maximize throughput, and avoid hazards.
I Port contention is caused when both Aliceand Bob issue instructions to the same port.

Alice
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TABLE I
SELECTIVE INSTRUCTIONS. ALL OPERANDS ARE REGISTERS, WITH NO

MEMORY OPS. THROUGHPUT IS RECIPROCAL.

Instruction Ports Latency Throughput
add 0 1 5 6 1 0.25
crc32 1 3 1
popcnt 1 3 1
vpermd 5 3 1
vpbroadcastd 5 3 1

TABLE II
RESULTS OVER A THOUSAND TRIALS. AVERAGE CYCLES ARE IN

THOUSANDS.

Diff. Phys. Core Same Phys. Core
Alice Bob Cycles Cycles
Port 1 Port 1 203331 408322

Port 1 Port 5 203322 203820

Port 5 Port 1 203334 203487

Port 5 Port 5 203328 404941

Abstract—Simultaneous Multithreading (SMT) architectures
are attractive targets for side-channel enabled attackers, with
their inherently broader attack surface that exposes more per
physical core microarchitecture components than cross-core at-
tacks. In this work, we explore SMT execution engine sharing
as a side-channel leakage source. We target ports to stacks of
execution units to create a high-resolution timing side-channel
due to port contention, inherently stealthy since it does not
depend on the memory subsystem like other cache or TLB
based attacks. Implementing our channel on Intel Skylake and
Kaby Lake architectures featuring Hyper-Threading, we mount
an end-to-end attack that recovers a P-384 private key from
an OpenSSL-powered TLS server using a small number of
repeated TLS handshake attempts. Furthermore, we show that
traces targeting shared libraries, static builds, and SGX enclaves
are essentially identical, hence our channel has wide target
application.

REFERENCES
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defaultPORTSMASH Side-Channel
mov $COUNT, %rcx #elif defined(P0156)

.rept 64
1: add %r8, %r8
lfence add %r9, %r9
rdtsc add %r10, %r10
lfence add %r11, %r11
mov %rax, %rsi .endr

#else
#ifdef P1 #error No ports defined
.rept 48 #endif
crc32 %r8, %r8
crc32 %r9, %r9 lfence
crc32 %r10, %r10 rdtsc
.endr shl $32, %rax
#elif defined(P5) or %rsi, %rax
.rept 48 mov %rax, (%rdi)
vpermd %ymm0, %ymm1, %ymm0 add $8, %rdi
vpermd %ymm2, %ymm3, %ymm2 dec %rcx
vpermd %ymm4, %ymm5, %ymm4 jnz 1b
.endr

The PORTSMASH technique with multiple build-time port configurations P1,
P5, and P0156.
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.endr shl $32, %rax
#elif defined(P5) or %rsi, %rax
.rept 48 mov %rax, (%rdi)
vpermd %ymm0, %ymm1, %ymm0 add $8, %rdi
vpermd %ymm2, %ymm3, %ymm2 dec %rcx
vpermd %ymm4, %ymm5, %ymm4 jnz 1b
.endr

The PORTSMASH technique with multiple build-time port configurations P1,
P5, and P0156.

30f0 <x64_foo>: 4150 <x64_bar>:
30f0 test %rdi,%rdi 4150 test %rdi,%rdi
30f3 je 4100 <x64_foo+0x1010> 4153 je 5100 <x64_bar+0xfb0>
30f9 jmpq 4120 <x64_foo+0x1030> 4159 jmpq 5140 <x64_bar+0xff0>
.... ....
4100 popcnt %r8,%r8 5100 popcnt %r8,%r8
4105 popcnt %r9,%r9 5105 popcnt %r9,%r9
410a popcnt %r10,%r10 510a popcnt %r10,%r10
410f popcnt %r8,%r8 510f popcnt %r8,%r8
4114 popcnt %r9,%r9 5114 popcnt %r9,%r9
4119 popcnt %r10,%r10 5119 popcnt %r10,%r10
411e jmp 4100 <x64_foo+0x1010> 511e popcnt %r8,%r8
4120 vpbroadcastd %xmm0,%ymm0 5123 popcnt %r9,%r9
4125 vpbroadcastd %xmm1,%ymm1 5128 popcnt %r10,%r10
412a vpbroadcastd %xmm2,%ymm2 512d popcnt %r8,%r8
412f vpbroadcastd %xmm0,%ymm0 5132 popcnt %r9,%r9
4134 vpbroadcastd %xmm1,%ymm1 5137 popcnt %r10,%r10
4139 vpbroadcastd %xmm2,%ymm2 513c jmp 5100 <x64_bar+0xfb0>
413e jmp 4120 <x64_foo+0x1030> 513e xchg %ax,%ax
4140 retq 5140 vpbroadcastd %xmm0,%ymm0

5145 vpbroadcastd %xmm1,%ymm1
514a vpbroadcastd %xmm2,%ymm2
514f vpbroadcastd %xmm0,%ymm0
5154 vpbroadcastd %xmm1,%ymm1
5159 vpbroadcastd %xmm2,%ymm2
515e vpbroadcastd %xmm0,%ymm0
5163 vpbroadcastd %xmm1,%ymm1
5168 vpbroadcastd %xmm2,%ymm2
516d vpbroadcastd %xmm0,%ymm0
5172 vpbroadcastd %xmm1,%ymm1
5177 vpbroadcastd %xmm2,%ymm2
517c jmp 5140 <x64_bar+0xff0>
517e retq

Victim with port footprint at port 1 and port 5.
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Timings for the PORTSMASH Spy when configured with P1, in parallel to theVictim executing x64_foo.
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30f0 test %rdi,%rdi 4150 test %rdi,%rdi
30f3 je 4100 <x64_foo+0x1010> 4153 je 5100 <x64_bar+0xfb0>
30f9 jmpq 4120 <x64_foo+0x1030> 4159 jmpq 5140 <x64_bar+0xff0>
.... ....
4100 popcnt %r8,%r8 5100 popcnt %r8,%r8
4105 popcnt %r9,%r9 5105 popcnt %r9,%r9
410a popcnt %r10,%r10 510a popcnt %r10,%r10
410f popcnt %r8,%r8 510f popcnt %r8,%r8
4114 popcnt %r9,%r9 5114 popcnt %r9,%r9
4119 popcnt %r10,%r10 5119 popcnt %r10,%r10
411e jmp 4100 <x64_foo+0x1010> 511e popcnt %r8,%r8
4120 vpbroadcastd %xmm0,%ymm0 5123 popcnt %r9,%r9
4125 vpbroadcastd %xmm1,%ymm1 5128 popcnt %r10,%r10
412a vpbroadcastd %xmm2,%ymm2 512d popcnt %r8,%r8
412f vpbroadcastd %xmm0,%ymm0 5132 popcnt %r9,%r9
4134 vpbroadcastd %xmm1,%ymm1 5137 popcnt %r10,%r10
4139 vpbroadcastd %xmm2,%ymm2 513c jmp 5100 <x64_bar+0xfb0>
413e jmp 4120 <x64_foo+0x1030> 513e xchg %ax,%ax
4140 retq 5140 vpbroadcastd %xmm0,%ymm0

5145 vpbroadcastd %xmm1,%ymm1
514a vpbroadcastd %xmm2,%ymm2
514f vpbroadcastd %xmm0,%ymm0
5154 vpbroadcastd %xmm1,%ymm1
5159 vpbroadcastd %xmm2,%ymm2
515e vpbroadcastd %xmm0,%ymm0
5163 vpbroadcastd %xmm1,%ymm1
5168 vpbroadcastd %xmm2,%ymm2
516d vpbroadcastd %xmm0,%ymm0
5172 vpbroadcastd %xmm1,%ymm1
5177 vpbroadcastd %xmm2,%ymm2
517c jmp 5140 <x64_bar+0xff0>
517e retq

Victim with port footprint at port 1 and port 5.
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defaultPORTSMASH Spatial Resolution
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.... ....
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4105 popcnt %r9,%r9 5105 popcnt %r9,%r9
410a popcnt %r10,%r10 510a popcnt %r10,%r10
410f popcnt %r8,%r8 510f popcnt %r8,%r8
4114 popcnt %r9,%r9 5114 popcnt %r9,%r9
4119 popcnt %r10,%r10 5119 popcnt %r10,%r10
411e jmp 4100 <x64_foo+0x1010> 511e popcnt %r8,%r8
4120 vpbroadcastd %xmm0,%ymm0 5123 popcnt %r9,%r9
4125 vpbroadcastd %xmm1,%ymm1 5128 popcnt %r10,%r10
412a vpbroadcastd %xmm2,%ymm2 512d popcnt %r8,%r8
412f vpbroadcastd %xmm0,%ymm0 5132 popcnt %r9,%r9
4134 vpbroadcastd %xmm1,%ymm1 5137 popcnt %r10,%r10
4139 vpbroadcastd %xmm2,%ymm2 513c jmp 5100 <x64_bar+0xfb0>
413e jmp 4120 <x64_foo+0x1030> 513e xchg %ax,%ax
4140 retq 5140 vpbroadcastd %xmm0,%ymm0

5145 vpbroadcastd %xmm1,%ymm1
514a vpbroadcastd %xmm2,%ymm2
514f vpbroadcastd %xmm0,%ymm0
5154 vpbroadcastd %xmm1,%ymm1
5159 vpbroadcastd %xmm2,%ymm2
515e vpbroadcastd %xmm0,%ymm0
5163 vpbroadcastd %xmm1,%ymm1
5168 vpbroadcastd %xmm2,%ymm2
516d vpbroadcastd %xmm0,%ymm0
5172 vpbroadcastd %xmm1,%ymm1
5177 vpbroadcastd %xmm2,%ymm2
517c jmp 5140 <x64_bar+0xff0>
517e retq

Two Victims with similar port footprint, i.e., port 1 and port 5, but different cache footprint.Left: Instructions span a single cache-line. Right: Instructions span multiple cache-lines.
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defaultEnd-End Attack on a TLS Server
I OpenSSL 1.1.0h TLS server configured withP-384 ECDSA running on Intel Core i7-6700Skylake 3.40GHz featuring Hyper-Threading.
I Secret dependent on double and addoperations of the underlying ec_wNAF_mulpoint multiplication function during ECDSA.

for (k = max_len - 1; k >= 0; k--) {

if (!r_is_at_infinity) {

if (!EC_POINT_dbl(group, r, r, ctx))

goto err;

}

for (i = 0; i < totalnum; i++) {

if (wNAF_len[i] > (size_t)k) {

int digit = wNAF[i][k];

int is_neg;

if (digit) {

is_neg = digit < 0;

if (is_neg)

digit = -digit;

if (is_neg != r_is_inverted) {

if (!r_is_at_infinity) {

if (!EC_POINT_invert(group, r, ctx))

goto err;

}

r_is_inverted = !r_is_inverted;

}

/* digit > 0 */

if (r_is_at_infinity) {

if (!EC_POINT_copy(r, val_sub[i][digit >> 1]))

goto err;

r_is_at_infinity = 0;

} else {

if (!EC_POINT_add(group, r, r, val_sub[i][digit >> 1], ctx))

goto err;

}

}

}

}

} 9 / 14
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defaultEnd-End Attack on a TLS Server
Procurement Phase
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Raw TLS handshake trace showing scalar multiplications during ECDH andECDSA.
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defaultEnd-End Attack on a TLS Server
Procurement Phase

Signal Processing Phase
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defaultEnd-End Attack on a TLS Server
Procurement Phase

Signal Processing Phase

Key Recovery Phase
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defaultOn Intel SGX
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Time

SGX Filtered non-SGX

From top to bottom: raw trace of our SGX Victim; said trace after filtering; raw trace of our user space Victim; said trace after filtering. Both victimsreceived the same input, i.e., a scalar that induces 16 point adds at the end of the trace, clearly identifiable by the peaks in the filtered traces.
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defaultProposed Mitigations

I Secure code with no secret dependent branches (best solution)
I As a result of PORTSMASH and CVE-2018-5407, a timing-resistant implementation from the
OpenSSL 1.1.0 branch (another work by our team) was backported to 1.0.2q to replace thevulnerable wNAF implementation (PR#75933).

I Disable SMT !!!
I OS support for logical core isolation from user space (difficult to implement).

3
https://github.com/openssl/openssl/pull/7593
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defaultConclusion

I PORTSMASH is a practical attack vector.
I PORTSMASH is configurable, portable, has very fine spatial resolution, and requires minimumprerequisites.
I Microarchitectures are becoming more complex (potential for new side-channels).
I Side-channel analysis is still a practical and powerful tool to detect vulnerabilities, even insoftware.
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defaultThank You!
PORTSMASH POC

https://github.com/bbbrumley/portsmash
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defaultPORTSMASH comparison with other techniques

TABLE III
COMPARISON OF MICROARCHITECTURE ATTACK TECHNIQUES (ORIGINAL VERSIONS)

Attack Spatial Resolution Size Detectability Cross-Core Cross-VM
TLBLEED Memory Page (Very low) 4 KB Low No Yes/SMT
PRIME+PROBE Cache-set (Low) 512 bytes Medium Yes Yes/SharedMem
FLUSH+RELOAD Cache-line (Med) 64 bytes High Yes Yes/SharedMem
FLUSH+FLUSH Cache-line (Med) 64 bytes Low Yes Yes/SharedMem
CacheBleed Intra cache-line (High) 8 bytes Medium No Yes/SMT
MemJam Intra cache-line (High) 4 bytes Medium No Yes/SMT
PORTSMASH Execution port (Very High) uops Low No Yes/SMT

actual algorithm to perform scalar multiplication depends on
several factors, e.g., curve instantiated, scalar representation,
OpenSSL version, and both library and application build-time
options. We further elaborate on how these factors influence
the final scalar multiplication execution path in Appendix B,
while for the rest of this work we will focus on the code
paths executed in OpenSSL 1.1.0h and below and specifically,
as described in this paragraph, on the default implementation
for elliptic curves over prime fields. Due to the long history of
timing attacks against ECDSA and the possibility of improving
the performance of some curves, over the years OpenSSL
mainlined several implementations for scalar multiplication,
especially for popular NIST curves over prime fields.

Based on work by Käsper [26]—and as a response
to the data cache-timing attack by Brumley and Hakala
[27]—OpenSSL introduced EC_GFp_nistp256_method,
a constant-time scalar multiplication method for the NIST
P-256 curve (and analogous methods for P-224 and P-
521). This method uses secure table lookups (through mask-
ing) and fixed-window combing during scalar multiplica-
tion. This is a portable C implementation, but requires
support for 128-bit integer types. Later, Gueron and Kras-
nov [28] introduced a faster constant-time method with
their EC_GFp_nistz256_method. This method uses Intel
AVX2 SIMD assembly to increase the performance of finite
field operations, thus providing a considerable speedup when
compared to EC_GFp_nistp256_method that is portable
C. The NIST curve P-256 quickly became (arguably) the
most widely used, fast, and timing-attack resistant of all NIST
curves in OpenSSL.

Unfortunately, P-384 was neglected, and it missed all of
the previous curve-specific improvements that provided timing
attack security for P-224, P-256, and P-521. Instead, P-384—
like any other short Weierstrass curve over a prime field,
including e.g. secp256k1 (adopted for Bitcoin operations)
and Brainpool curves (RFC 5639[29])—follows the default
OpenSSL implementation for scalar multiplication on prime
curves. It is a non constant-time interleaving algorithm that
uses Non-Adjacent Form (wNAF) for scalar representation
[30, Sec. 3.2]. Although this implementation has been repeat-
edly targeted for side-channel vulnerabilities [27, 31–33], it
has never been exploited in the context of P-384 in OpenSSL.

During ECDSA signature generation, OpenSSL calls
ecdsa_sign_setup @ crypto/ec/ecdsa_ossl.c to

perform steps 1 and 2 of the ECDSA algorithm described
above. For the latter, the underlying ec_wNAF_mul func-
tion gets called to perform the scalar multiplication, where
r = [k]G is the relevant computation for this work. That
function first transforms the scalar k to its wNAF representa-
tion and then, based on this representation, the actual scalar
multiplication algorithm executes a series of double and add
operations. To perform double and add operations, OpenSSL
calls ec_GFp_simple_dbl and ec_GFp_simple_add
respectively. There, these methods have several function calls
to simpler and lower level Montgomery arithmetic, e.g., shift,
add, subtract, multiply, and square operations. A single ECC
double (or add) operation performs several calls to these
arithmetic functions. Among the strategies mentioned in ??,
we found that for our target the P5 strategy results in the
cleanest trace overall.

In summary, by using the PORTSMASH technique during
OpenSSL P-384 ECDSA signature generation, we can measure
the timing variations due to port contention. More specifically,
we capture the port contention delay during double and add
operations, resulting in an accurate raw signal trace containing
the sequence of operations during scalar multiplication, and
leaking enough LSDs of multiple nonces k to later succeed in
our key recovery phase.

B. Procurement Phase: TLS

Stunnel2 provides TLS/SSL tunneling services to servers
(and clients) that do not speak TLS natively; during the
procurement phase we used stunnel 5.49 as the TLS server. We
compiled it from source and linked it against OpenSSL 1.1.0h
for crypto functionality. Our setup consists of an Intel Core i7-
6700 Skylake 3.40GHz featuring Hyper-Threading, with four
cores and eight threads, running Ubuntu 18.04 LTS “Bionic
Beaver”. In addition, we disabled TurboBoost to minimize any
interference due to CPU frequency scaling. Nonetheless, we
hypothesize enabling it would merely introduce some clock
skew without substantially affecting the side-channel leakage
itself. Scalar multiplication is a demanding task, so Turbo-
Boost should already activate during execution and quickly
reach the maximum stable frequency. This would have little
impact on our results since we are more interested in the
trailing portion of the trace. This decision is consistent with
existing results in the literature, e.g. [16, 27, 32, 34].

2https://www.stunnel.org
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